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• Motivation
• Model‐Based Testing (MBT)
• Model‐Based Security Testing (MBST)
• Taxonomy of Model‐Based Security Testing Approaches
• Systematic Mapping of available MBST Approaches
• Current State of MBST
• Directions and Challenges for Research and Application of MBST

Overview
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Motivation – Vulnerability Disclosure Growth By Year
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IBM X‐Force Threat Intelligence Quaterly, 3Q 2014



Motivation – Vulnerability Complexity
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Microsoft Security Intelligence Report, Volume 17 | January through June, 2014



Internet of Things – System Complexity, Heterogeneity and Evolution
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IBM X‐Force Threat Intelligence Quaterly, 4Q 2014



MBST @ SECTEST 2012 Keynote
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Schieferdecker, l., Großmann, J., Schneider, M. Model‐Based Fuzzing for Security Testing, SECTEST 2012



Model‐Based Security Testing (MBST)
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Dynamic Security Testing

evaluates wheter a SUT 
meets requirements related
to security properties by
observing its execution

Model‐Based Testing

automatically generates test
cases from models of

SUT or its environmentMBST

Dynamic Automated+



Model‐Based Testing (MBT) – Steps and Elements
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Schieferdecker, I. (2012). Model‐based testing. IEEE Software



MBT Taxonomy
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Utting, M. et al. (2012). A 
taxonomy of model‐based 
testing



• Test models enable
• objective and systematic test procedures
• knowledge sustainment
• early test specification and documentation fostering communication
• test quality assessment
• test reuse, scalability and evolution fostering regression testing
• technology‐independence integrating different levels of abstraction
• automated test generation and evaluation

• Especially beneficial for security testing which tends to be
• unstructured
• not reproducible and undocumented
• lacking detailed rationales for test design
• dependent on ingenuity of single testers or hackers

Benefits of MBT
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• Functional testing focuses on presence of correct behavior not absence of additional behavior
• Non‐functional negative requirements typical for security but hard to model
• Modeling causes initial effort and requires expertise as well as suitable tool support

Difficulty of Security Testing and MBT
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Based on  Thompson, H (2003). 
Why security testing is hard. IEEE 
Security & Privacy.



Security Testing Techniques and Model‐Based Security Testing
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Requirements Design Models Code Running System
Analysis Design Development Deployment Maintenance

Penetration Testing 
and Dynamic Analysis

Code‐Based Testing 
and Static Analysis Regression TestingModel‐Based

Security Testing

10‐35%

15‐35%

15‐35%

10‐15%

10‐15%

Analysis

Design

Development

Deployment

Maintenance

OWASP Foundation. (2013). OWASP Testing Guide v4 



Test Model of System Security
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Policy Instance and Meta Model
Security Mechanism

Properties Vulnerability Model



Security Test Models of the Environment
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Threat Model + Risk

Attack Model

Threat Tree Model



• MBST is active research area 
• 3 SECTEST keynotes since 2011 including this one
• Many approaches available (we counted 119)

• Framework to understand, categorize, assess, and compare
approaches essential to guide further research and application
• Clarify key issues, show alternatives and directions for further

research
• Tailoring, selection or integration of approaches

• Mapping of the field
• Requirements

• Based on available classifications of MBT and security testing
• Evaluation and Application

Motivation for MBST Classification
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Main Source
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Classifications of Security Testing and Model‐Based Testing
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Dynamic Security Testing Model‐Based Testing

MBST

Bau

Tian‐Yang

Hierons

Hartman

Anand

ZanderPotter Utting

Dias‐Neto
Shahriar Felderer

Schieferdecker

Felderer Felderer

Bachmann



MBST Classification Criteria
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MBST

Filter relevant test
cases by modeling
subset of SUT traces

Determine degree of
evidence for usefulness

of approach



MBST Classification ‐ Filter Criteria and Values
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multi‐select single‐select



MBST Classification ‐ Evidence Criteria and Values
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multi‐select single‐select



Criterion Value

MoSS Security Mechanism

SMoE ‐

TSC Structural Coverage

MoES Prototype

EM Effectiveness

EL Executable

Example Classification – Xu et al.
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Xu, D. et al. (2012). A model‐based 
approach to automated testing of access 
control policies. SACMAT 2012



Criterion Value

MoSS Security Mechanism + Vulnerabilities

SMoE ‐

TSC Structural Coverage + Fault Based

MoES Prototype

EM Effectiveness

EL Executable

Example Classification – Mouelhi et al.
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Mouelhi, T. et al. (2008). A model‐
based framework for security policy 
specification, deployment and 
testing. MoDELS 2008



Criterion Value

MoSS ‐

SMoE Attack

TSC Fault Based

MoES Prototype

EM Example

EL Executable

Example Classification – Schneider et al.
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Schneider, M. et al. (2013). Online Model‐
Based Behavioral Fuzzing. ICSTW 2013



1. Selection of Publications
1.1 Search Strategy
1.2 Stepwise Paper Selection

2. Paper Classification
2.1 Bibliographic Information (Title, Year, Publisher)
2.2 Filter Criteria and Evidence Criteria
2.3 Comment field for remarks resolved by all three classifying researchers

3. Threats to Validity
3.1 Publication Bias
3.2 Threats to the Identification of Publications
3.3 Threats to Classification of Publications

Systematic Selection and Classification of MBST Publications
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Search Strategy
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76 papers in reference DB

recall: 100%

1996 <= year <= 2013



Paper Selection
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Selection Criteria:
 Explicit models
 Dynamic, active testing

no monitoring, static analysis
 Only security

no robustness, safety, trust



• All 119 publications can be classified
• Models of system security are much more frequent

• 84 papers exclusive MoSS, 25 exclusive SMoE, 10 combined
• FSecM are most chosen type of models (e.g., access control models)
• MBST based on vulnerabilities is not common
• 35 papers consider SMoE, 29 of these chose Attack Models

Current State of MBST – Security Test Models 
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T – Threat, A – Attack, SecP – Security Properties, V – Vulnerabilities, FSecM – Functionality Security Mechanisms



• Structural Coverage predominant
• Fault‐Based and Explicit Test Case Specification are present
• Other criteria still rarely applied (e.g., DC, RS, AB, RB)

Current State of MBST – Test Selection Criteria
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SC – Structural Coverage, DC – Data Coverage, RC – Requirements Coverage, TCS – Explicit Test Case Specifications
RS – Random and Stochastic, FB – Fault‐Based, AB – Assessment‐Based, RB – Relationship‐Based

T – Threat, A – Attack, SecP – Security Properties, V – Vulnerabilities, FSecM – Functionality Security Mechanisms



• Example application on prototypesmost frequent
• Efficiency has rarely been investigated
• Approaches still rarely applied in practice

Current State of MBST – Evidence
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Ex – Example, Effe – Effectiveness, Effi – Efficiency, Abs – Abstract, Exec ‐ Executable



• Example application based on prototypes very common for all models
• Attacks are relatively frequently applied in productive systems, SecP not
• Effectiveness and Efficiency for Vulnerabilities and FSecM relatively common
• Evaluation on abstract and executable level equally common, except for

Security Properties abstract and for vulnerability executable prevailing

Current State of MBST – Security Test Models vs. 
Evidence
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T – Threat, A – Attack, SecP – Security Properties, V – Vulnerabilities, FSecM – Functionality Security Mechanisms
Prot – Prototype, Pre – Premature, Prod – Productive, Ex – Example, Effe – Effectiveness, Effi – Efficiency, Abs – Abstract, Exec ‐ Executable



• Vulnerability models are underrepresented
• Vulnerability models are hard to design, compared to classical 

fault‐based software testing models but in practice one often 
starts with hypotheses about vulnerabilities

• More research devoted to testing functionality of security 
mechanisms than security properties as such
• Security mechanism does not always implement a system‐

wide security property such as confidentiality
• Relationship between local and system‐wide mechanisms 

relevant
• Cross‐fertilization with safety and reliability community 

could be beneficial

Directions and Challenges – Security Test Models
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Current Related Publications on Fault Models

April 13, 2015 Slide 33Current State and Challenges for Model‐Based Security Testing

Felderer, M. & Beer, A. (2015). Using Defect Taxonomies 
for Testing Requirements. IEEE Software

Pretschner, A. et al. (2015). A Generic Fault Model for 
Quality Assurance. MoDELS 2013



• Coverage criteria are very popular, but not clear whether these
test cases are effective because relationship to fault distribution
in software is normally missing
• Investigate which coverage criteria are effective (and

efficient)
• Test selection criteria specifically relevant for MBST are 

underrepresented in actual research
• Data Coverage
• Random and Stochastic
• Risk‐based
• Regression 

• Risk‐based testing has to been seen in process context

Directions and Challenges – Test Selection
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• Workshop series on Risk Assessment 
and Risk‐driven Testing (RISK)

• Special Track on RBT at 
6th International Symposium 
On Leveraging Applications of 
Formal Methods, Verification and Validation (ISoLA 2014)

• Special Section on RBT in 
International Journal on 
Software Tools for Technology
Transfer, STTT 16(5), 2014 

Risk‐Based Testing Activities
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• Evaluation of Effectiveness and Efficiency underrepresented
• Empirical Body of Knowledge on MBST

• Return on investment of MBST approaches
• In which context and how can a specific approach be applied 

or not?
• Comprises organizational, process, tool and artifact aspects
• Decoupling from security experts and increase of applicability
• Creation of accepted and well‐founded theories and research 

issues
• Refinement of classification

• Domain, System Type, Vulnerabilities

Directions and Challenges ‐ Evidence
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Presentation on Efficiency of Model‐Based Testing
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Thursday, April 16th, 13:30 – 15:00, Session Testing in Practice 3, ICST 2015 
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