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Software Engineering As Applied Engineering Science
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Quality, Security and Risk in Software Development

Quality
Product Security
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Complexity
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Risk-Based Testing (Risk-Based Quality Assurance)

Test Planning Test Planning
Test Design Test Design
Test Implementation Test Implementation
Test Execution \ Test Execution
Test Evaluation Test Evaluation
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Risk Concept in Software Quality Engineering
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What is the impact

if a defect occurs?

What is the probability
a defect will occur?
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Risk-Based Test Strategy

Felderer, M., Schieferdecker, |.: A taxonomy of risk-based testing. Software Tools for Technology Transfer, 16(5), 559-568, 2014
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Example of a Risk-Based Test Strategy
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Risk Concept in Software Security Engineering

R=(T°V)°I

O

Asset (Risk Item)

G- ProbabiIEty

Business and Security Criteria

What is the impact
of a successful
attack? How likely is a

Go vulnerability exploited
o~

by an attack?
Threat Vulnerability
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Security Touchpoints: Risk Concept and Software Security

Security External Code review Penetration
requirements review (tools) testing
Ahuse Risk Risk-hased Risk Security
cases analysis security tests analysis operations

Feedback
and use and design Test plans T from the
cases field

Requirements Architecture Tests and
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ISO/IEC/IEEE 29119: Risk Concept and Software Quality
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Potential Benefits of Risk-Based Quality Engineering

* Organizational support to manage test knowledge

e Knowledge sharing E/

 Improved decision support
e Compliance to standards

* Improved test effectiveness to control complexity
e Detection of additional defects
e Earlier detection of critical defects )
* |Increased defect detection rate of single tests

* |Improved efficiency to control speed of testing

e Reduction of testing time ~Q
e Reduction of testing budget 0

 Earlier release date
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Issues of Introducing Risk-Based Testing

Felderer, M., Ramler, R.: Integrating risk-based testing in industrial test processes. Software Quality Journal, 22(3), 543-575, 2014

Structure Estimates Counts Profile
Application Parts & Components P1 P2 P3 P4 P5 P6 M L | H M L
Server L M M [ ] 1
application M M M EX
api L L L L [S— 1
impl M M M M 2 a1
bl . M .
ctrl M L L M M L B ] 1
dao L M L L M L Pl 78 1
other L L L M L L 1
Client M M - B
JavaScript M M 2]
application\. M L L L ] [ 1
basescreen L L L L L 1
featurel M M M M M L CR 1
featurel\. M M M M a1 1
featurel\subfeaturel M M _ L ] 1
featurel\subfeature2 L M M M B | il
feature?2 M L M M L B ] 1
feature2\. M L L M ] 1
feature2\subfeaturel M L L L [ 1
feature2\subfeature2 L M M M 1
feature3 L M L L L ] B 1
feature4 L L L L L 1
feature5 M M M L ] B ] 1
feature5\. M L L A il
featureS5\subfeaturel M M M ] B 1 -
featureS5\subfeature2 M L L ] ] 1
featureS\subfeature3 M L L 1
feature6 M M | ]
sharedlib L L e 1
sharedlib\uicomponents M - B
other i
Jsp L L 2] 1 B
application L i
tags L 1
other M ] i
css L L k] 7| 1
8 14 14

B universitat
innsbruck

Risk-Based Software Quality and Security Engineering

o
w

12



Effectiveness and Efficiency of RBT

Cumulated Number of Defects

l MORE TEST LESS i
Effectiveness Efficiency
e Finding more defects e Reduce time of testing
* Finding defects earlier * Reduce cost of testing
* Finding the critical defects - ...

Selection: effectiveness,recall = 1/2 = 50%; efficiency,precision = 1/5 =20%
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Risk-Based Testing in SME and Large Enterprises

Felderer, M., Ramler, R.: Risk orientation in software testing processes of small and medium enterprises. Software Quality Journal, 24(3), 519-548, 2016
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Risk is an implicit concept and relies on
subjective perception

Risk is considered in all testing activities, even
when not following an explicit risk-based
testing approach

The understanding of risks is used to adjust
the amount of testing, the overall test effort,
or the established test budgets.

Make testing more efficient: selection of tests
based on risks lead to a reduction of cost and
time for testing

Risk is used as rationale and motivation for
the application of QA measures

Degree of formality of risk depends on the
application scope, formality increases with
wider scope and abstraction level

Risk is considered in all testing activities, even
when not following an explicit risk-based
testing approach

Risk-based testing is not used to reduce the
amount of testing, the overall test effort, or
the established test budgets

Make testing more effective: prioritization for
detecting most critical defects first, reduces
overall stabilization costs and time

Risk information used for informed decision-
making and new insights to triangulate and
refine decisions



Risk-Based Test Strategy Development for SME

Ramler, R., Felderer, M.: A Process for risk-based test strategy development and its industrial evaluation. PROFES 2015, 355-371, 2015
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Defect & Quality Data in Risk-Based Testing
/ ‘

Test Planning | Risk Level \
Test Design ‘

O

{mmmmm  Asset

Test Implementation

Test Execution

\\ Test Evaluation t Risk-Based Test Strategy /

@9 / Risk Value \

.l'.l'l
Probability (P) Impact (I)

Srdefeixic
e
rde e g
it g
Lokt fok

Business-Oriented Criteria

Iit Data

M universitat e : . o
¥ innsbruck Risk-Based Software Quality and Security Engineering

16



Data-Driven Probability Prediction
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Probablity Prediction based on Defect History

Ramler, R., Felderer, M.: A lightweight approach for estimating probability in risk-based software testing. RISK 2016, 115-128, 2016

Yesterday‘s Weather Principle

Release n n+1
Defects Probability| |Estimated Probability

Component A 10 high high

Component B 9 high high

Component C 4 medium medium

Component D 1 low low

Component E 0 low low

Component F 0 low low

B universitat

W/




Evaluation of Yesterday’s Weather Principle
Gain Chart and Confusion Matrix for JEdit 4.0 (based on data from v3.2)
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Probability Estimation based on Quality Metrics

Foidl, H., Felderer, M.: Integrating software quality models into risk-based testing. Software Quality Journal, 26(2), 809-847, 2018
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Evaluation of Metrics-Based Estimat
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Risk-Based Test Strategy
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Lachmann R., Felderer, M. et al.: Multi-objective black box test case selection for system testing. GECCO 2017, 1311-1318, 2017
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Vision for Risk-Based Quality Assurance

Automation Level of SE and Data Engineering Integration

Manual Autonomous
Process
Risk Analytics
Continuous
Quality Product
Improvement
Aspects
Live Intelligent Test
Experimentation Automation
Runtime
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External and Internal Experimentation Approaches

A/B Test

Canary Release

Dark Launch
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Risk Concept in Software Security Engineering

R=(T°V)°I

O

Asset (Risk Item)

G- ProbabiIEty

Business and Security Criteria

What is the impact
of a successful
attack? How likely is a

Go vulnerability exploited
o~

by an attack?
Threat Vulnerability
M universitat criteria criteria
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Security Knowledge Extraction and Application

Felderer, M., Pekaric, |.: Research Challenges in Empowering Agile Teams with Security Knowledge Based on Public and Private Information Sources. SecSE@ESORICS 2017, 1-7, 2017
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Analysis of Public Security Risk Data Sources: Method

Sauerwein, C., Pekaric, ., Felderer, M., Breu R.: An Analysis and Classification of Public Information Security Data Sources used in Research and Practice. Computers & Security, 2018
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Taxonomy of Security Risk Data Sources
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Classification of Security Risk Data Sources
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Interfaces Per Security Risk Data Source Type
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Co-Occurence of Security Risk Data Source Types

{ Vulnerabiliies
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Attack Model Mining

Attack Model
Generation
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