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Software Engineering As Applied Engineering Science
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Quality, Security and Risk in Software Development
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Risk-Based Testing (Risk-Based Quality Assurance)
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Risk Concept in Software Quality Engineering
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𝑅𝑅 = 𝑃𝑃 ° 𝐼𝐼

5

Asset (Risk Item)



Risk-Based Test Strategy
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Felderer, M., Schieferdecker, I.: A taxonomy of risk-based testing. Software Tools for Technology Transfer, 16(5), 559-568, 2014



Example of a Risk-Based Test Strategy
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Risk Concept in Software Security Engineering
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Security Touchpoints: Risk Concept and Software Security
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ISO/IEC/IEEE 29119: Risk Concept and Software Quality
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http://softwaretestingstandard.org/



Potential Benefits of Risk-Based Quality Engineering
• Organizational support to manage test knowledge

• Knowledge sharing
• Improved decision support
• Compliance to standards

• Improved test effectiveness to control complexity
• Detection of additional defects
• Earlier detection of critical defects
• Increased defect detection rate of single tests

• Improved efficiency to control speed of testing
• Reduction of testing time
• Reduction of testing budget
• Earlier release date

Risk-Based Software Quality and Security Engineering 11



Issues of Introducing Risk-Based Testing
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Felderer, M., Ramler, R.: Integrating risk-based testing in industrial test processes. Software Quality Journal, 22(3), 543-575, 2014
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Effectiveness and Efficiency of RBT
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Effectiveness
• Finding more defects
• Finding defects earlier
• Finding the critical defects
• ...

Efficiency
• Reduce time of testing
• Reduce cost of testing
• ...

MORE LESSTEST

fp (false alarm)

Selection: effectiveness,recall = 1/2 = 50%; efficiency,precision = 1/5  = 20%

tp (hit)fn (miss)



Risk-Based Testing in SME and Large Enterprises

Empirical Results and Practical Approaches for Risk-Based Test Optimization

Findings from SME Rel. Findings from large enterprises

Risk is an implicit concept and relies on
subjective perception

< Degree of formality of risk depends on the
application scope, formality increases with
wider scope and abstraction level

Risk is considered in all testing activities, even
when not following an explicit risk-based
testing approach

= Risk is considered in all testing activities, even
when not following an explicit risk-based
testing approach

The understanding of risks is used to adjust
the amount of testing, the overall test effort,
or the established test budgets.

# Risk-based testing is not used to reduce the
amount of testing, the overall test effort, or
the established test budgets

Make testing more efficient: selection of tests
based on risks lead to a reduction of cost and
time for testing

< Make testing more effective: prioritization for
detecting most critical defects first, reduces
overall stabilization costs and time

Risk is used as rationale and motivation for
the application of QA measures

< Risk information used for informed decision-
making and new insights to triangulate and
refine decisions

Felderer, M., Ramler, R.: Risk orientation in software testing processes of small and medium enterprises. Software Quality Journal, 24(3), 519-548, 2016
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Risk-Based Test Strategy Development for SME
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Ramler, R., Felderer, M.: A Process for risk-based test strategy development and its industrial evaluation. PROFES 2015, 355-371, 2015
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Defect & Quality Data in Risk-Based Testing
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Data-Driven Probability Prediction
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Probablity Prediction based on Defect History

Yesterday‘s Weather Principle
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Release n+1
Defects Probability Estimated Probability

Component A 10 high high
Component B 9 high high
Component C 4 medium medium
Component D 1 low low
Component E 0 low low
Component F 0 low low

n

Ramler, R., Felderer, M.: A lightweight approach for estimating probability in risk-based software testing. RISK 2016, 115-128, 2016



Evaluation of Yesterday‘s Weather Principle
Gain Chart and Confusion Matrix for JEdit 4.0 (based on data from v3.2)
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high medium low

high 10 1 0 11  

medium 13 23 15 51

low 10 33 160 203

33 57 175 265

estimated

actual

high medium low

 high 4% 0% 0% 4%

medium 5% 9% 6% 19%

low 4% 12% 60% 77%

12% 22% 66% 100%

actual

estimated



Probability Estimation based on Quality Metrics
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Foidl, H., Felderer, M.: Integrating software quality models into risk-based testing. Software Quality Journal, 26(2), 809-847, 2018
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Evaluation of Metrics-Based Estimation
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Software product Versions LoC RBT
Apache Commons IO 1.4-2.1 47% 10%
Apache PDFBox 1.0.0-1.8.9 73% 66%
Google Guava 10.0-18.0 89% 83%
JUnit 4.6-4.12 60% 55%
Mockito 1.0-

1.10.19
50% 44%

Total average 63.8% 51.6%
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Risk-Based Test Strategy
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Risk-Based System Test Case Selection
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Lachmann R., Felderer, M. et al.: Multi-objective black box test case selection for system testing. GECCO 2017, 1311-1318, 2017

Min:
TSS: Test Set Size

Max:
RC: Req Coverage
FH: Failure History
BR: Business Relevance
FP: Failure Probability
EC: Execution Cost
LE: Last Execution



Vision for Risk-Based Quality Assurance
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External and Internal Experimentation Approaches
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Risk Concept in Software Security Engineering
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Security Knowledge Extraction and Application
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Felderer, M., Pekaric, I.: Research Challenges in Empowering Agile Teams with Security Knowledge Based on Public and Private Information Sources. SecSE@ESORICS 2017, 1-7, 2017



Analysis of Public Security Risk Data Sources: Method
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Sauerwein, C., Pekaric, I., Felderer, M., Breu R.: An Analysis and Classification of Public Information Security Data Sources used in Research and Practice. Computers & Security, 2018



Taxonomy of Security Risk Data Sources

Risk-Based Software Quality and Security Engineering 29



Classification of Security Risk Data Sources
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Interfaces Per Security Risk Data Source Type
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Co-Occurence of Security Risk Data Source Types
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Attack Model Mining
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Summary
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Release n+1
Defects Probability Estimated Probability

Component A 10 high high
Component B 9 high high
Component C 4 medium medium
Component D 1 low low
Component E 0 low low
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